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1 Hauvano pa6oTbl

1.1. NMoaknruyeHue kK WEB-uHTepdency
1.1.1. Moakntountecb K LAN nopTy YCTPONCTBa C NMOMOLLbIO CeTeBOro kabens.
1.1.2. OTkpouTe Baw 6pay3ep un HabepuTe B agpecHOM CTpoke 6paysepa
«192.168.1.123».
1.1.3. Ecnn He ypanocb 3antm Ha WEB-uHTepdenc npmbopa no ykaszaHHOMY
aapecy, nocMoTpuTe HacTporku TCP/IP Ballen ceTeBOW KapThbl.

1.2. MpumMep HacTpounku TCP/IP Ha npuMmepe Windows 10
1.2.1. Mepengnte B LeHTp ynpasneHua cetaMm M o06WMM [OCTYNoM ->
n3MepeHue napameTpos agantepa. (CM. puc. 1.1.).

== Lentp ynpasnenuna cetamm u obupm goctynom - [m] X
A~ 5= » [lanensynpasnenws > Bcesnementsl nanenn ynpasnenns » LLenTp ynpasnenna cetamm u oBym goctynom ~ (J] R

MNMpocmoTp OCHOBHLIX CBEAEHUA O ceTH M HacTpoiKa NoaKIloYeHWiA
Manens ynpasnenna —

OMALLHARA CTPaHWLa o
- [ MpocmoTp akTnBHBR CETER

W3menenme napameTpos
apanTepa uetellocal Tun gocryna: WNHreprer

JomenHan cete Mogknroderuns: ;; Ethernet

zmennTs ACNONHWTENBHBIE

napameTpbl obulero goctyna

Mapamerpel noTokoBoH

MNepesayn MyNETUMEINE HeonosxanHas cetn Tun goctyna: Bes goctyna k MHTepHety
OBLesecTyNHaA CETE MogknrodeHna: :; USB Ethermet

[smeHeHNE CETEBRIX NapaMETPOB

i Coznarne n HacTPOiiKa HOEOrC NOAKTFOHEHNA MK CETH
=
Hacrpoiika wupekenonccHere, kemmytupyemoro wan VPN-nogknrouerna anBo Hactpoiika

MaPLUPYTU3aTOPa WK TOUKN A0CTyNa.

i

¥cTpaHeHne HENoNaaok

JMarHocTiea v ncnpasnedne NpoBaem © CETeHD WKW NOAYYEHUE CBEJEHKA of yeTpaneHn
HENOA3A0K.

Epanamaysp 3aliuTHKE
Windows

Ceoiictea Bpaysepa

Puc.1.1. UeHTp ynpaBneHusa cetaMm u o6wmnM 4OCTYNOM

1.2.2. Hangute Hy>XHOe ceTeBoe noAkNYeHne n Bblbepnte «CBOMNCTBaA».
1.2.3. Bblgenute KOMMNOHEHT «IP Bepcumn 4» n HaxMmmTe KHOMKy «CBoncTBa» (CM.
puc. 1.2).
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CTMeyeHHbIE KOMMOHEHTEI HMCNoNE3YHTCA 3THMM NOOK NOYEHHMERM

&8 KnuenT ana ceTedt Microsoft ~
’:]? DBwKi gocTyn K Gaidnam 1M npuHTepam anA ceTeid Mi
3 Nnarmposwwwk nakeTos QoS

'R P sepcin 4 (TCP/IPvd)
[l 4 [NpoTokon MmyneTMNnekcopa ceTesoro agantepa (Mai
4 Opaiteep npotokona LLOP (MalikpocodT)

1 |P sepcvm 6 (TCP/IPvE) v
£ >

YoTaHoBWMTE.. Y nanuTe CeoicTBa
Dnvcanue

Mpotokon TCP/IP. CTanpapTHeit npoTokon roofansHLx
ceTeil, obecneynsaoWMiA CEASE MEX DY PA3MAYHEIMMA
B3auM0 AEACTEYHOLLMMIA CETAMM.

Puc. 1.2. ConcTBa CETEBOr0 NOAKTHOYEHMUS

1.2.4. Bbibepute «Mcnonb3oBaTb cneaywwunn IP-agpec», npuMMep Kak MOXeT
BbIFNSAE€Tb OKHO CM. puc. 1.3, HaxkMuTe «OK».

Ceoncrea: IP sepown 4 (TCP/IPv4) -
Obwme

MapameTpel IP MOXMHO HE3HEYSTE SETOMATHYECKM, ECNH CETE
NoAOEHMBEET 3TY BOSMOMKHOCTE. B NpOTHBHOM Cny4ae y3HaiTe
napamMeTpel IF v CETEBOrD 3AMWHMCTPATOPE,

() NonyunTe IP-agpec aETOMaTHUYEKN

@ MononezoBaTe cneayiowmni IP-agpec:

IP-agpec: |192.168. 1 . 0 |
Macka noaceTw: | 255,255 .255. 0 |
CICHOBHOM LWINKD3: | 192,168 . 1 . 2 |

Many4uTe aapec DM5-cepeepa aBTOMaTHHECKH

@ McononezoBaTe cneayiowme agpeca DMNS-cepsepos:

MpeanodyrTaemel DNS-cepeep: | . . . |

AnbTEPHaTHEHEIN DMNS-cepeep: | . . . |

[ IMnoateepanTs napamMeTpsl NpY Boixode T T

Puc. 1.3. HacTponka nony4yeHus napameTpoB IP aBTOMaTU4eCKM UIN B PYYHYIO
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1.2.5. Beegnte B TMOMCKOBOW CTpoke Opaysepa agpec 192.168.1.123.

OTkpoeTcsa popma Bxona B WEB-unHTepdenc ycrpomcrea (Puc. 1.4.)

@eELemy)

ABTOMaTUUECKUN CTOEUHbIU Nepekatoyatens ATS-1204

AsTopu3zauus

admin

Puc.1.4. ®opma Bxoaa B WEB-uHTepdenc

2 Pa6orta ¢ WEB-uHTepcdencom

2.1.

2.2.

O6uwee onucaHue 3akpaHa WEB-uHTepdenca
Mocne Bxona B WEB-nHTepdenc otobpasmtca «OCHOBHOM 3KpaH».

B BepxHen 4acTm CTpaHuubl HaxoauTcsa wWwanka. B wanke pacnonaraeTtcsd
N0roTun, ceTeBoe WMSA YCTPOMUCTBA, pacrnosioXXeHne YCTPOWCTBa, KHOMKMU
coxpaHeHus/oTMeHbl (oTobpaXkatoTcs npm NO6OM U3MEeHEeHUN KOHDUrypaumn),
NMS TEKYLLEro Nosib3oBaTesid, KHOMKAa BbIX04a M3 Nosb30oBaTesns.

CneBa Ha CTpaHuUe oTobpaxaeTcs HaBUraLuMOHHOE MEeHI0, CripaBa — OCHOBHOE
coaepXMMoe.

OCHOBHOM 3KpaH
Ha ocHOBHOM 3KpaHe oTobpaxkaeTcsa BCA onepaTuBHasas WHopMmaums 06
yCTPONCTBE B BUAE MHEMOCXeMbl (CM. puc. 2.1).
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(s ELEMY ABTOMaTWNYECKMIA CTOEYHbIV Nepek/itouaTeb

ATS1204 / BOX-1
== OCHOBHOW 3KpaH

Bsog Ne1

@ Hacrpoiiku cetn

sh Hacrpoiiku SNMP ,\QQ ?So

43 Hacrpoiiku Modbus

@ Hacrpoiiku ycTpoiictea

224 B
49.99 I'y

A Tpapuku

W MMpuopuTet BBOAa
Pexum nepekniodeHus BBoaa: bbICTphbIit
Mopor yyBcTBUTENBHOCTU MO TOKy 0.25 A

admin
Boiitn

BBsog Ne2

N <%

223 B
49.99 I'y

% Cepsuc

Q: 0 Bap
Tun Harpy3ku:
He onpefenéH

Bhixoa

Puc. 2.1. OCHOBHOW 3KpaH

MHeMoCcxeMa COCTOUT M3 7 OCHOBHbIX 3/IEMEHTOB: BBOA, COEANHUTENbHbIE
nnHuK, 6nok nutanus (BIM), yctaBka BpeMeHM roTOBHOCTWU BBOAA, KIKOUYN, BbIXOAHbIE
napameTpbl U BbIXOA. DNEMEHTbl MOryT HaxoAuTcs B 4 pas/INYHbIX COCTOSHUSX,
KOTopble O0TO6paXkaloTcsi pasNM4YHbIMU LUBETaMu cM. Tabnuuy 1. MpuoputeT BBOAA,
ecnu BblbpaH, oTobpa)xkaeTcs B BUAE 3BE3404YKN PSAOM C COOTBETCTBYHOLLMM BBOAOM.

Tabnuua 1 - CoCTOSAHUA 3/1IEMEHTOB MHEMOCXEMbI

LiBeToBOE COCTOSIHME d/1IEMEHTA O603HauyeHune
Cepbin He akTuBHO. [1pUMEHAETCHA KO BCEM 2/1EMEHTAM.

3efeHblN AKTUBHO. [pnMeHAETCa KO BCEM 3/1IEMEHTaM.
AKTMBHO. TOK Harpysku nogHsaacs 6am3ko K

K eATbIN npeaeny. NpuMeHAeTCca K 3/1IeMeHTaM BbIXOAHbIX
rMnapameTpoB: BbIX04 U COeANHUTENIbHbIE JIMHUN
MexXay HUMMW.
He akTMBHO MO NpuUyYMHEe aBapuUMHOIrO COCTOSIHUS.

KpacHbin MpnMeHaeTCca KO BCEM 3/1eMeHTaM, KpoMme
BbIXO40B.
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2.3. Hactpo#ku cetun
Ha 3TOM aKpaHe nosib30oBaTeslb MOXET:

YCTaHOBUTb CeTeBOE UMS, PACrosIOXEHNE N aAMUHUCTPATOpa YCTPOMUCTBA;
3aaaTb IP-agpec, Mmacky cetu, IP-agpec wnw3a, DNS cepsep;
U3MEHUTb MMA NOJIb30BATENA UK MapPOSb.
Hactpoliku ycTpolicTsa
CeteBoe ums ycTpoiictea  ATS1204
PacnonoxeHue yctpoiictea  BOX-1

AamuHuctpatop ycrpoiictea  admin@local.ru

Hacrpoiiku cetn

DHCP @ BuIK/IOYEH

CraTmueckue HacTpoViKu cetn
IP-agpec ycrpovictea  192.168.1.123
Macka cetn  255.255.255.0

IP-agpec wmoza 0.0.0.0

Hacrtpoviku http

AamMuHucTpaTop

Onepatop

Puc. 2.2. CTpaHuua HacTpoeK ceTu

2.4. Hactpowkun SNMP
Ha 3ToM 3KkpaHe nosib30BaTe/lb MOXET:

HacTpouTb SNMP-areHTa (yCTaHOBUTb MOPT M Mosib30BaTeNen);
HacTpouTb SNMP-Tpanbl (YCTAaHOBUTb MOPT U nonydaTenen).

SNMP-arent  SNMP-Tpanbi

Hacrtpovikn SNMP-areHta

SNMP areHt
Mopt SNMP arenta 161

SNMP nonb3oBatenu

N2 Readonly community Read/Write community

0 public private

1
P

CnpasouHasa nHpopmaums

MIB-daiin Ckauatb

Puc. 2.3. CtpaHuua HacTtpoek SNMP, nepBas BKaakKa
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SNMP-arent SNMP-Tpanbi

Hacrtpoiikun SNMP-Tpanos

SNMP Tpansi @ OTK/IIOUEHbI

Mopt SNMP areHta ana otnpasku Tpanos 162
Monyuatenn SNMP Tpanos
Ne IP-agpec Mopr Trap community
0 0.0.0.0 162 public
1 0.0.00 0

2 0.0.00 0

Hacrpoiika paspewenus otnpaskv SNMP-Tpanos

N3meHeHune CraTtyca obmeHa AaHHbIMUX C A4pOM
HeMCI'IpaBHOCTb OAHOIo u3 610K0B NUTaHuA
M3MeHeHue coCTosIHUA BXOAa NUTaHuA
M3meHeHue coCTosHUA BbIXOAa NUTAHUA

M3meHeHue cTaTyca Harpysku

Puc. 2.4. CtpaHunua HacTtpoek SNMP, BTOpas BKiaaka
C paHHOM CTpaHuUbl CanTa Nosb3oBaTeNb MOXET 3arpy3ntb MIB-dann.

2.5. Hacrpoukun Modbus
Ha 3TOM aKpaHe nosib30oBaTeslb MOXET:
- BKIIOUYNTB/BbIKIIOUNTL NMPOTOKON;
- YCTaHOBUTb MNOPT.

Hactpoiiku Modbus TCP

Modbus TCP @
Mopt 502

CnpaBouHas nHpopmauma

Tabnuua perucrpos Ckauarb

Puc. 2.5. CtpaHunua HacTponkmn Modbus

C fLaHHOW CTpaHuUbl canTa Nosib30BaTefNlb MOXET 3arpy3nTb Tabnnuy perncrpos.
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2.6. HacTpoWkm yCTpoMcTBa

MapameTpbl nepexntoueHns  YCTpoicTeo

Hactpoiika napameTpoB nepekoueHus

Pexum nepektoueHms BBoAa
MpvopuTteTHbii Bxoa Het

HopmanbHoe Hanpsxenve, B 220

Aonyctumoe oTknoHenve, B 30

3apepxka no BpemeHu Ha ssoze, ¢ 0,00

Puc. 2.6. CTpaHuMua HacTpoeK yCTpOMUCTBa, nepBas BKNaaKa

Ha 3ToM aKkpaHe nosib3oBaTesib MOXeT:

- BblbpaTb peXuMm nepekntoyeHns seoga: bbICTpbI AN NNABHbIN;

- BblbpaTb NPUOPUTETHbLIN BXOA;

- HaCTPOUTb 3aZepXKy Mo BpeMeHn A0 MOTOBHOCTU BBOAA B CEKYHAAX;
- HaCTPOUTb YCTaBKM MO HAaMNpPSXKEHUIO: HOMUHANIbHOE HanpsXeHune u
A0NYyCTUMOE OTK/IOHEHME OT HOMWHanNa;

MapameTpbl NepekaioueHns  YCTpoiicTso
Hacrpolika pabotbi yctpoiictea
ABTOMATUUECKM BIKNKOUATH AuCnAed no ucteuennn X muHyt 10

PaspeLuuTh /oKanbHoe ynpas/eHue yCTaBkaMi yCTPOVCTBa (C
3KpaHa)

PaspeweHo .

Puc. 2.7. CTpaHuLa HacTpoeK yCTpoOMCTBa

Ha 3TOM aKpaHe nosb30BaTeslb MOXET:

- HacCTpPOUTb aBTOMAaTUYeCKoe OTK/IIoYeHne Anucnses Ha yCTPOUCTBe No
NCTEYEHUN BPEMEHN B MUHYTaX. O MUHYT — Ancnien He bygeT OoTKNOUYaATLCA
(cHWxaeT cpok cnyxbbl gucnnes).

- AaTb pa3pelleHne Ha ynpasseHne yCTaBkaMu 10KanbHO C nepeaHen
naHenn ycTpomncTaa.

MuHVMansHoe 3HaveHue MakcumanbHoe 3HaveHKe
AONYCTUMOro HanpsakeHus, B HopmanbHoe HanpsaxeHue, B ACTMYCTMMOro HanpskeHns, B
200 B 220 B 240 B

/ / /

\ /\ /

Jdonyctmoe oTk/oHeHwue, B Jdonyctrnmoe oTK10HeHwue, B
20B 20B

Puc. 2.8. HacTpoika ycTaBoOK Hanpsi>eHus
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[ANna HaCTpoOMKKM yCTaBOK MO HaMNpsXeHuto, Nofib3oBaTesb 3a4aeT HopMasibHoe
pabouee HanpsxxeHne (Uuopm) WU BEAUUYMHY OTK/IOHEHUS OT HOpMasbHOro
HanpskeHnsa (AU). Takmm obpa3oM gmanasoH pabodero HanpsixeHus 6yaer
BbIrNAneTb cneayrowmm obpasom: [Uuopm - AU, Uuopm + AU].

2.7. Tpadpukm
Ha aToM 3KpaHe nonb30BaTes/ib MOXET MNPOCMOTPETb (POPMY HaMNps>XeHus B
NUTalLWKMUX CeTsaX, €ero BeIMYMHY U CUHGPA3HOCTb Ha BBOAAX. TpeTbuM
rpamMKoM BbIBOAUTCS 3HA4YeHWEe ToKa B Harpyske. [laHHble Ha rpadwuke
3anpalwmBatoTcs n GOpPMUPYIOTCS B MOMEHT BbiBOAA rpadmKa Uam no HaxaTuto
Ha KHOMKY «OBHOBUTb AaHHble», He OOHOBIAIOTCA B PeXUME «OH-alH>».

Ipapuku
O6HOBUTD AaHHbie

37000

296.00

o
[y
s
-
]
X
=
o
c
]

T

b Uorms - 22473

T T r T T T T T T T T T T T T
10.00 12.00 14.00 16.00 8. 200 24.00 26.00 28.00 30.00 3200 34.00 36.00 38.00
Bpewms, mc

Puc. 2.9. NMpumep BbIBOAA rpadmKa HanpsXXeHus

2.8. CepBuc
Ha 3TOM aKpaHe nosb30BaTeslb MOXET:
- nepemTn Ha CamT C ONUCaAHMEM N AOKYMEHTaunen K yCTpoucTBY;
- y3HaTb MOoAeNb U BepCcuio NpowmBkn npmbopa;
- BbINOJIHUTbL Nepe3anycK yCTPOUCTBaA;
- 0bHOBUTbL 06pa3 WEB-uHTepdeica;
- 3KCNopT/MMnopT KOHpurypauuu npmnbopa.

Mocne wMnopta kKoOHdurypaumm WEB-uHTepdenc He coxpaHseTr
KOHhUrypaumo aBToMaTMuYeCKM, a 4acT BO3MOXXKHOCTb NOJib30BaTesNo
NPOBEpPUTb KOPPEKTHOCTb U CaMOCTOSITE/IbHO BblbMpaTtb NPMMEHMUTDb
M3MEHEHUNA UJIN OTMEHMTD.

©=em) 0
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CsepeHus 06 ycrpoiictee

Mogenb ATS-1204
CepwiiHbii Homep A2070224036
Mpowwuska h1_b2_m1.1.10

O npoaykre elemy.ru

CeTeBble napameTpbl

MAC-agpec 2E:CA:A1:00:0C:6F
IP-appecc 192.168.1.123
Macka cetn 255.255.255.0
IP-appecc wnto3za 0.0.0.0

Mepesanyck ycTpoiicTa lMepe3anyck
O6HosuTb MPFS 0O6pa3s MPFS...
Wmnopt
KoHdurypaums Kenopt

C6poc

Puc. 2.10. CtpaHuua «CepBuUc»

2.9. CoxpaHeHue KOHdUrypauumm

10

Mpu N060OM M3MEHEHUN KOHDUIypaLUnn NOABASETCA NpeaoXXeHne CoOXpaHUTb
nameHeHmnsa B O3Y (onepaTUBHOE 3anoMUHaloLLEee YCTPOMUCTBO) (CM. puc. 2.11)

admin

"pIIIIEHHTI: u3MeHeHna OTMEHUTb M3MEHEHKA

BT

Puc. 2.11. MNpeanoxeHne CoxpaHuUTb KoOHpuUrypaumto B O3Y

Mpn HaxaTun Ha KHOMKY «OTMEHUTb WU3MEHEHUS» BCE He COXPaHEHHble
M3MeHeHna uncyesHyT. [lpn HaxaTum Ha «[lpuHATL WU3MEHEeHUa» HoBasd
KOH(MUrypaumsa CoOXpaHAeTCa TO/IbKO 40 OTKAKYEHMS nuTaHng npubopa.

Bknagkm MeHto, B KOTOPbIX O6bIJIN N3MEHEHUS OTMEYAOTCS KpacHbIMMU
NOJIOCKaMM B MpaBoOi YacTu NyHKTa HaBUrauMOHHOIo MeHto (CM. puc. 2.12).
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OCHOBHOW 3kpaH

Hacrpoiikn cetn

Hacrpoiikn SNMP

Hacrpoiiku cobbmuii

Hactpoiikn Modbus

HacTpoiikn KOHTakToB

Hacrpoiikn gaTunkos

Hactpoiikn ynpasaeHua

Pyunoe ynpasnenue

Cepsuc

Puc. 2.12. uagnkaums pasgenos, KOHOUIypaunusa KOTOPbIX OT/IMHAETCHA OT TEKYyLEN

KOHpUrypaumm

Mpn OTKNIOYEHUM U MNOAKJ/IDUYEHMU NUTAHUA, YCTPOMCTBO HaAUHeT
paboTty c nocneaHen, COXpaHEHHOM B dHEpProHe3aBMCUMMOM NaAMATH,
KOH(Urypaumen.

UYT0bbl COXpaHUTb HOBYK KOH(MUrypauumid B SHEProHe3aBUCMMYIK NaMATb
(NMN3Y), Haxmmnte «COXpaHUTb KOHMUrypaumio», KHonka «llepesarpysnTb
KOHdUrypaumo»  BO3BpallaeT NOCNeAH  CoOxXpaHéHHywo B [M3Y
KoHduUrypaumto (cM. puc. 2.13).

admin

CoxpanwnTe kKoHQurypaumio  [lepesarpysute KoHQUIypauuio

Buiiiia

Puc. 2.13. lNpepnoxeHune coXpaHUTb KOHMUrypauuto B M3y

Mpn oaHoBpeMeHHoN paboTe ¢ WEB-UHTepdEencoM ¢ pa3HbiX YCTPOMUCTB MOXET
BO3HUKHYTb CUTyauus, Koraa oAMH W3 nofb3oBaTenen BHEC U3MEHEHUS B
KOHMdUrypaumto ¢ coxpaHeHnem. B aTom cnyyae BTOpOW Nosnb3oBaTelb YBUAUT
npeanoXeHme NpUuMeHUTb ero TeKyLyto KoOHpurypauumto (cMm. puc. 2.11 n puc.
2.13), OTNINYHYIO OT TOM, YTO COXpPaHW/ NepPBbIN MONb30BaTENb.

Mpn n3MeHeHun IP-agpeca yCTpouCTBa, COXpaHeHue KoHdburypauum B M3Y
HeobXxoAMMO BbIMOSIHATL MNepenoaKAYMBLINCE NO HOBOMY IP-agpecy 6e3
OTK/IKOUEHUA NMUTAHUS.
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